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Abstract. This paper presents Structured Query Language (SQL) Judge, a web-

based automated SQL grading platform designed for high school informatics 

education. The study follows a design-and-evaluation methodology consisting of 

problem analysis, system design, implementation, and pilot evaluation. The main 

contribution is not a new theory of SQL equivalence, but an integrated engineering 

solution that combines result-based grading, multi-layer sandboxing, workspace 

isolation, and teacher-oriented management with configurable SQL-construct 

requirements in a lightweight platform suitable for school-level deployment. Initial 

experiments were conducted in a controlled local school-network pilot deployment 

involving 62 users, 43 SQL questions, and 486 student submissions. The results 

show that SQL Judge successfully supported query submission, controlled 

execution, result-based grading, and immediate feedback delivery. The system 

maintained an average end-to-end response time of 1.42 seconds per submission, 

with 95% of submissions processed within 4.7 seconds. For complex queries, the 

average response time was 2.83 seconds, with 95% completed within 6.5 seconds. 

In addition, the sandbox mechanism blocked all 36 deliberately designed security 

test cases involving destructive commands, suspicious SQL patterns, and resource-

intensive queries. These findings suggest that SQL Judge is technically feasible as a 

safe and responsive environment for SQL practice and formative assessment; 

however, larger-scale studies are still needed to validate grading accuracy, workload 

reduction, scalability, and educational effectiveness. 

Keywords: SQL injection, security sandbox, automated grading, SQL Judge, result-

based SQL assessment, workspace isolation, research methodology, and IT education. 

1. Introduction 

In the high school informatics curriculum, understanding relational database 

operations is a fundamental prerequisite for cultivating students’ computational thinking 

capabilities. Structured Query Language (SQL) serves as the ubiquitous standard for 
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interacting with relational database management systems (RDBMS), enabling users to 

retrieve, filter, and analyze structured data. Through formal SQL instruction, students 

gain practical experience in data management while fostering cognitive and analytical 

skills essential for structured problem-solving. Despite its pedagogical significance, 

teaching and evaluating SQL proficiency in secondary education presents persistent 

didactic and technological challenges [1]. 

One of the primary difficulties arises from the non-procedural, declarative nature of 

SQL. Unlike procedural programming languages, SQL allows diverse query logic to yield 

semantically identical result sets. For instance, equivalent data outputs can be achieved 

using JOIN operations, nested subqueries, or Common Table Expressions (CTEs). This 

syntactic variability renders conventional grading methodologies - such as direct string 

or pattern matching– inherently ineffective. Consequently, educators must manually 

inspect and evaluate student submissions, a process that is labour-intensive, susceptible 

to subjective bias, and prone to delaying informative feedback crucial to effective learning. 

While numerous automated assessment systems (Online Judges) - such as LeetCode, 

HackerRank, or various competitive programming platforms – are widely deployed, these 

tools are primarily engineered for professional developers or undergraduate Computer 

Science curricula, exhibiting steep technical complexity. In the context of high school 

informatics education, students require a more intuitive interface capable of translating 

runtime execution errors into pedagogically meaningful feedback rather than raw system 

tracebacks. Furthermore, secondary education requires test suites that prioritize 

fundamental relational concepts and core curriculum competencies over advanced 

algorithmic optimization. 

Another critical challenge pertains to establishing a secure execution environment 

for SQL practice. Executing unrestricted, user-submitted SQL statements on a server 

introduces severe security vulnerabilities, including resource-intensive queries that 

trigger Denial-of-Service (DoS) conditions, SQL injection attempts, or malicious schema 

alterations via destructive commands such as DROP or ALTER [2], [3]. Compared to 

enterprise solutions that demand complex complex infrustructure, SQL Judge strives for 

architectural efficiency by optimizing sandbox security at the application layer, ensuring 

robust functionality within the constrained IT environments typical of high schools. 

To address these limitations, this paper presents SQL Judge, an automated 

assessment platform specifically tailored to facilitate SQL instruction within high school 

informatics education. The proposed system establishes a lightweight, isolated execution 

sandbox powered by Role-Based Access Control (RBAC), and an automated grading 

engine evaluates student submissions by comparing query outputs against predefined 

datasets and test cases. By enabling secure query execution and immediate feedback, the 

platform effectively reduces teacher assessment workloads while enhancing student 

learning outcomes in practical SQL applications.  

2. System architecture and design 

Automated assessment has been extensively investigated in computer science 

education as an effective mechanism to alleviate instructional workload while delivering 

rapid formative feedback. In programming courses, online judge platforms typically 
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evaluate source code by executing submissions against standardized,  predefined test 

suites. However, automated SQL assessment fundamentally diverges from conventional 

programming assessment because SQL is declarative: several syntactically different 

queries may be semantically equivalent and produce the same result. Therefore, direct 

string comparison is not reliable for grading SQL submissions [4], [5]. 

Early SQL assessment systems commonly used result-based output comparison, 

where a student query is executed on a prepared database, and its output is compared with 

the expected result. This approach is simple and practical, especially for introductory 

database courses. However, purely binary grading may not provide sufficient diagnostic 

feedback because a query is marked either correct or incorrect. Later studies introduced 

partial grading methods by considering syntax, schema, result correctness, query 

structure, or edit distance between student submissions and reference solutions. These 

methods improve fairness and help students understand their mistakes, but they often 

require more complex implementation and careful configuration by instructors [6], [5]. 

Intelligent tutoring systems for SQL have also been developed to support 

personalized feedback. For example, recent work on ItsSQL emphasizes guided SQL 

learning and individualized feedback while reducing the effort required from instructors[7]. 

Other recent studies have investigated sensitivity in automated SQL grading, graph-based 

semantic similarity, and neural-network-based grading methods [6], [8], [9]. These 

approaches indicate that SQL grading is moving beyond simple result comparison toward 

more fine-grained analysis of student submissions. 

Compared with these approaches, SQL Judge focuses on a different educational 

context. The system is not intended to replace advanced SQL tutoring systems or propose 

a new theoretical model for semantic query equivalence. Instead, it aims to provide a 

practical and secure automated grading platform for high school informatics education. 

Its design emphasizes simple deployment, safe execution, immediate feedback, and 

teacher-oriented management. The combination of result-based grading, multi-layer 

sandboxing, and workspace isolation is therefore positioned as an integrated engineering 

solution for secondary school SQL learning rather than as a purely theoretical grading model. 

2.1. Three-Tier architecture and data model 

The SQL Judge platform adopts a distributed three-tier architecture to ensure 

scalability and maintainability while maintaining a clear separation between business 

logic and user interface components [10]. 

The presentation tier is implemented using the React library [11]. This layer is 

responsible for user interface rendering, application state management, and routing. It 

provides an interactive SQL editor that allows students to write and execute queries, while 

instructors access an administrative dashboard for managing exams, questions, and 

student submissions. 

The application tier is developed using the Python-based Flask framework and serves 

as the central processing component of the platform. This layer exposes RESTful APIs, 

manages user authentication through JSON Web Tokens (JWT), coordinates SQL query 

execution, and performs automated grading by comparing query outputs with 

predefined test cases. 
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The data tier provides persistent storage and enables interaction with the underlying 

relational database management system. SQLAlchemy Object-Relational Mapping 

(ORM) technology [12] is used to facilitate secure and flexible database operations with 

supported systems such as SQLite and MySQL. 

The data model is designed based on the SQL learning and assessment workflow. 

The Entity–Relationship Diagram (ERD) consists of five core entities: Users, Exams, 

Questions, Submissions, and Test Cases. Among these, the Submissions table functions 

as a central relational component that stores students’ SQL queries together with 

evaluation metadata, including execution time, memory usage, and corresponding test-

case matching results. 

 
Figure 1. The 3-Tier Model Design 

 
Figure 2. Data model and grading relationships among users, exams, questions, 

submissions, and test cases 

2.2. Core technical solution of the multi-layer sandbox shield 

Executing user-submitted SQL queries on a server introduces significant security 

risks. Since trusted code cannot be assumed secure by default, a proactive defense 

mechanism is required to ensure safe execution [2], [13]. To address this challenge, the 

SQL Judge platform implements a pipeline-based multi-layer sandbox mechanism that 

inspects and controls queries before they reach the underlying database. This mechanism 

operates as a multi-stage security pipeline. 

The first protection layer performs operation validation through lexical analysis. 

Incoming SQL commands are examined at the token level to determine whether they 

belong to the set of operations permitted for the specific assignment. For example, in 

exercises that focus solely on data retrieval, modification commands such as INSERT, 

UPDATE, or DELETE are automatically rejected. This whitelist-based approach ensures 

that students interact with the database only within the intended scope of the task [14]. 
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The second layer applies dangerous keyword detection to prevent structural damage 

to the database. A lightweight filtering mechanism identifies destructive schema-related 

commands such as DROP, ALTER, and TRUNCATE. Queries containing these 

keywords are immediately blocked before execution, thereby protecting the database 

schema from unauthorized alterations. 

The third layer focuses on SQL injection pattern detection. To mitigate common logic 

manipulation attacks, regular expression matching is used to identify suspicious query 

patterns such as comment-based bypasses (--, /*), union-based extraction (UNION 

SELECT), and logical manipulation (OR 1=1) [2]. Queries matching these patterns are 

rejected to preserve the integrity of the execution environment. 

At the final stage, the sandbox environment enforces strict resource management 

policies during query execution. Each query is executed under constraints on runtime and 

result size. A timeout mechanism prevents excessively long executions, while the result 

set is truncated if it exceeds a safe threshold. These safeguards prevent server overload 

caused by inefficient queries or excessive output volume [3]. 

Through this multi-layered design, the sandbox mechanism ensures that SQL 

queries submitted by students can be executed safely while preserving system integrity 

and high availability. 

2.3. Automated grading engine and workspace isolation 

The SQL Judge platform evaluates student submissions using an automated grading 

engine based on dynamic result matching techniques commonly used in automated SQL 

grading systems, rather than relying on static source-code analysis. In this approach, the 

correctness of a SQL query is determined by comparing its execution output with the 

expected results defined in the problem test cases [4]. Each student query is executed on 

a predefined sample database, and the generated result set serves as the basis for evaluation. 

The grading process consists of two main comparison stages. The first stage performs 

structural comparison, in which the returned result set is validated against the expected 

schema. This step verifies the total number of columns, their specific names, and their 

exact order in the output table. The second stage focuses on data content comparison, 

where the returned values are examined row-by-row to determine whether they match the 

expected outputs. Special attention is given to the handling of NULL values in order to 

ensure consistent comparison results when different query implementations produce 

logically identical outputs. 

In addition to output-based comparison, SQL Judge also supports instructor-defined 

SQL constraint checking. When creating a question, instructors can optionally specify 

required SQL constructs that must appear in a valid student submission, such as JOIN, 

GROUP BY, HAVING, ORDER BY, aggregate functions, or nested SELECT 

statements. This feature is useful in educational contexts because some exercises are 

designed not only to obtain a correct result, but also to require students to practice a 

specific SQL concept. 

During grading, the system first checks whether the submitted query satisfies the 

required structural constraints defined by the instructor. If a required construct is missing, 

the system can return targeted feedback indicating which SQL element should be 
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included. If no such constraint is configured, the system proceeds with ordinary result-

based grading. This design preserves the flexibility of result-based assessment while 

allowing instructors to align each exercise with specific learning objectives. 

For example, if the purpose of an exercise is to assess students’ ability to combine 

data from multiple tables, the instructor may require the use of a JOIN operation. In this 

case, a query that accidentally produces the correct output without using JOIN may still 

be marked as incomplete or pedagogically insufficient. Therefore, instructor-defined 

constraint checking helps SQL Judge evaluate not only output correctness but also the 

intended SQL skill targeted by the exercise. 

A technical challenge arises when multiple students execute SQL queries 

concurrently, particularly when the queries involve Data Manipulation Language (DML) 

operations that modify the underlying dataset. In such cases, submissions that alter the 

database state may cause data race conditions, which can interfere with the evaluation 

results of other submissions and lead to inconsistent grading outcomes. 

To resolve this problem, the proposed architecture adopts a multi-database 

workspace strategy. The platform automatically provides an isolated database instance 

from the master database to create isolated workspaces for each student session. Each 

workspace functions as an independent execution environment, ensuring that queries 

executed by one student do not interfere with the data used by others. 

Through this workspace isolation mechanism, the system maintains data consistency 

and enables reliable automated grading even when a large number of students submit 

queries simultaneously. 

3. Experimental setup and evaluation methodology 

To enhance the reproducibility of the evaluation, the experimental procedure reports 

not only the number of users, questions, and submissions, but also the technical 

environment in which SQL Judge was deployed. Since the current experiment was 

conducted in a controlled local school-network pilot environment, the results should be 

interpreted as a classroom-scale pilot evaluation rather than a large-scale performance 

benchmark. The server configuration, operating system, database management system, 

software stack, and network settings are summarized in Table 1. 

Table 1. Experimental environment for reproducibility 

Component Configuration 

Server CPU 13th Gen Intel Core i7-13650HX, 14 cores 

Memory 16 GB RAM 

Storage NVMe SSD 

Database management 

system 

SQLite 3.x as the default embedded database; optional 

support for MySQL 8.2.0 

Operating system Microsoft Windows 11 Home, 64-bit 

Backend stack Python 3.14.0, Flask 3.0.0, Flask-SQLAlchemy 3.1.1, 

SQLAlchemy 2.0.23 

Frontend stack React-based web interface, TypeScript, Vite, Tailwind CSS 

Network setting Controlled local school-network pilot deployment 
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The experiment was conducted in a controlled local school-network pilot 

environment. This setting was sufficient for evaluating the functional feasibility, grading 

workflow, response behavior, and security mechanisms of SQL Judge at a classroom 

scale. However, because the system was not deployed on a dedicated production server, 

the results should not be interpreted as evidence of large-scale system scalability. Future 

evaluations should involve deployment on an institutional server or cloud-based 

environment with a larger number of concurrent users. 

The pilot involved 62 users, 43 SQL questions, and 486 student submissions 

collected during classroom-scale empirical testing. The questions covered basic SQL 

operations, filtering, sorting, aggregation, joins, nested queries, and simple data definition 

tasks. The system successfully supported the complete workflow of SQL practice, 

including query submission, controlled execution, result-based grading, and immediate 

feedback delivery. The indicators proposed for future grading-accuracy evaluation are 

summarized in Table 2. 

Table 2. Proposed grading-accuracy indicators for future large-scale evaluation 

Indicator Meaning 
Suggested 

measurement 
Current status 

Agreement 

with human 

grading 

The proportion of 

submissions for which 

SQL Judge and 

instructor judgment 

are identical 

Number of matched 

grading decisions / 

total reviewed 

submissions 

Planned for future 

large-scale 

evaluation 

False 

positive 

rate 

Incorrect submissions 

accepted by the 

system 

False positives / total 

incorrect submissions 

Not yet measured 

False 

negative 

rate 

Correct or 

semantically 

acceptable 

submissions rejected 

by the system 

False negatives / total 

correct submissions 

Not yet measured 

Baseline 

comparison 

Comparison with a 

simple string-

matching grader or 

manual grading time 

Accuracy, processing 

time, and feedback 

delay 

Planned 

System 

response 

time 

Time required to 

evaluate a submission 

and return feedback 

Mean and maximum 

response time across 

submissions 

Observed in pilot 

testing 

Workload 

reduction 

Reduction in instructor 

grading time 

compared with manual 

assessment 

Manual grading time 

compared with 

automated grading 

time 

Planned 
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The indicators in Table 2 are proposed to guide future large-scale evaluations of SQL 

Judge. In the present pilot stage, a complete comparison with human grading has not yet 

been conducted. Therefore, the current evaluation focuses mainly on system feasibility, 

response behavior, and security handling. A full grading-accuracy evaluation will require 

each student submission to be independently reviewed by an instructor and then compared 

with the grading decision generated by SQL Judge. 

This evaluation design is important because SQL exercises can often be solved using 

different but semantically equivalent query formulations. For this reason, simple string 

matching is insufficient for reliable SQL assessment. A result-based grading approach is 

more appropriate because it evaluates the returned schema and data values rather than the 

exact textual form of the submitted query. In future experiments, SQL Judge should 

therefore be evaluated against both human grading and a simple string-matching baseline 

to measure inter-rater grading agreement, false positives, false negatives, response 

time, and instructional workload reduction. 

4. Results and discussion 

The experimental results demonstrate that SQL Judge performed reliably in terms of 

execution stability, response behavior, security handling, and pedagogical support. The 

pilot performance results are summarized in Table 3 

Table 3. Pilot performance results of SQL Judge 

Metric Result 

Number of users 62 

Number of SQL questions 43 

Number of student submissions 486 

Average end-to-end response time 1.42 seconds 

Median response time 0.86 seconds 

95th percentile response time 4.7 seconds 

Average response time for complex queries 2.83 seconds 

95th percentile response time for complex queries 6.5 seconds 

Security-oriented test cases 36 

Blocked unsafe SQL inputs 36 / 36 

Successfully executed submissions 425 

Failed or error submissions 61 

Query success rate 87.4% 

4.1. Stability and execution performance 

During the pilot test, SQL Judge successfully executed 425 out of 486 submitted SQL 

queries, corresponding to a query success rate of 87.4%. The remaining 61 submissions, 

accounting for 12.6%, resulted in failure or error responses. Most of these unsuccessful 

submissions were caused by user-side syntax or semantic errors, such as misspelled table 
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names, missing parentheses, incorrect keywords, invalid column references, or 

incomplete query structures. This result indicates that the system was able to reliably 

execute valid SQL submissions while effectively detecting and reporting invalid student 

attempts during the learning process. 

A small number of failed submissions were also related to queries that violated 

sandbox restrictions or exceeded predefined execution constraints. These cases show that 

the system did not simply execute all user inputs without control, but applied protective 

mechanisms to prevent unsafe or resource-intensive operations. 

The platform maintained an average end-to-end response time of 1.42 seconds per 

submission, measured from query submission to feedback display. The median response 

time was 0.86 seconds, and 95% of submissions were processed within 4.7 seconds. For 

more complex queries involving joins, aggregation, or nested SELECT statements, the 

average response time was 2.83 seconds, with 95% completed within 6.5 seconds. These 

results suggest that SQL Judge is sufficiently responsive for classroom-scale SQL 

practice and formative assessment in a local school-network environment. 

 
Figure 3. Query success rate 

4.2. Security capability 

The sandbox filtering mechanism demonstrated robust defensive capabilities during 

the security evaluation. In addition to ordinary student submissions, the system was tested 

with 36 deliberately crafted unsafe SQL inputs. These test cases included 15 SQL injection 

attempts, 12 destructive command attempts, and 9 resource-intensive query attempts. 

The system successfully detected and blocked all 36 unsafe test cases before 

execution. SQL injection attempts were rejected via pattern validation and query filtering 

rules. Destructive commands, such as operations related to dropping, altering, deleting, 

or truncating database objects, were prevented by the sandbox policy. Resource-intensive 

queries were also throttled to mitigate the risk of excessive execution time or system overload. 

These results demonstrate that the sandbox mechanism can effectively secure the 

underlying database from common unsafe SQL inputs in the tested scenarios. Although 

further security evaluations are still needed in larger and more diverse environments, the 

pilot results indicate that SQL Judge provides a safer environment for students to practice 

SQL compared with unrestricted query execution environments. 
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Figure 4. Security test cases detected and blocked 

4.3. Pedagogical value 

From a pedagogical perspective, SQL Judge supports both students and instructors 

in the SQL learning process. For students, the system provides immediate feedback after 

query submission, allowing them to identify syntax errors, semantic flaws, and 

mismatches between their output and the expected results. This immediate response is 

crucial for formative assessment because students can revise their queries and learn from 

their mistakes during practice. 

For instructors, the platform helps reduce repetitive manual grading tasks by 

automatically executing submissions, comparing returned results with expected outputs, 

and recording submission histories. The system also provides analytical data, such as 

submission status, query success rate, error patterns, and performance across different 

question types. These metrics can help instructors identify common learning difficulties 

and evaluate students’ practical SQL competencies more systematically. 

Another pedagogical advantage of SQL Judge is that instructors can configure 

required SQL constructs for each question according to the intended learning objective. 

For example, an instructor may require students to use JOIN in exercises about combining 

tables, GROUP BY in aggregation tasks, or nested queries in lessons about subquery 

logic. This option allows the system to support concept-oriented practice rather than 

merely checking whether the final output is correct. As a result, SQL Judge can better 

align automated assessment with classroom teaching goals and help instructors verify 

whether students have practiced the intended SQL technique. 

However, the system should not be considered a complete replacement for human 

judgement. While result-based grading is suitable for many structured SQL exercises, 

instructors remain essential for designing high-quality questions, reviewing complex or 

semantically alternative answers, and making final assessment decisions. Therefore, SQL 

Judge is best positioned as a supporting tool that improves grading efficiency, provides 

immediate formative feedback, and enhances the management of SQL practice activities 

in high school Informatics education. 
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Overall, the pilot results demonstrate the technical feasibility of SQL Judge for 

classroom-scale SQL practice and formative assessment. Nevertheless, larger-scale 

empirical experiments are still required to further validate grading accuracy, reduce 

instructional workload, scalability under concurrent access, and educational effectiveness 

across different teaching contexts. 

5. Conclusions 

This paper has detailed the design and implementation process of the SQL Judge 

educational platform. The research addresses several practical limitations of traditional 

assessment methods by resolving the execution environment isolation problem through a 

multi-layer sandbox architecture and developing an automated grading engine based on 

dynamic result matching. The platform protects system data from security threats, 

provisions a controlled practice environment, provides immediate feedback to students, 

and reduces instructional workload for instructors. 

Although the initial results are promising, the system still requires further validation 

before large-scale adoption. In future work, the experimental evaluation will be expanded 

to include a larger cohort of students, higher submission volumes, and more diverse SQL 

question types. The evaluation will also include explicit server configuration, grading-

accuracy metrics, and comparison with baseline systems such as string-matching graders 

and manual grading. 

From a technical perspective, future development will focus on transitioning the 

system toward a microservice-based architecture that can be containerized and 

orchestrated on Docker and Kubernetes platforms. Another important direction is to 

incorporate machine learning or program-analysis techniques to automatically analyze 

the Abstract Syntax Tree (AST) of failed submissions and generate more specific 

feedback. This development would help transform SQL Judge from an automated grading 

tool into a more intelligent virtual teaching assistant for SQL education. 
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