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Abstract. Innovating examining in the direction of
promoting technology, and bringing technology into
exams is an inevitable trend because it minimizes
unnecessary human intervention, approaching the
world's examining and evaluation approach. Many
universities around the world have been building
online training systems to manage learning and
organize online exams. This study builds a new
monitoring function during the online exam process.
A function is implemented on the computer device
to detect the temporary exit behavior of candidates.
Each time a candidate exits the test, the function will
continuously save the screen image of the
candidate's device in real time on the server. The
images are saved as a basis for determining whether
the contestant has cheated or not. The function is
practically implemented in the subjects of 23 classes
with about 1500 students from the 2021 to 2024
school year at Hanoi University of Education and
gives accurate results in identifying cheating
behavior of candidates with the rates according to
school years being 40%, 19.37%, and 2.9%.
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Tom tit. Péi mai kiém tra theo hudng thic diy
cdng nghé, dua cong nghé vao thi cir 1a xu hudéng
tat yéu vi han ché tdi da su can thiép khong can
thiét ciia con ngudi, tiép can theo huéng kiém tra,
danh gia cua thé gioi. Nhiéu truong dai hoc trén thé
gidi da va dang xay dung hé théng dao tao truc
tuyén dé quan i viéc hoc va té chuc thi tryc tuyén.
Nghién ctru nay xay dung chirc nang giam sat mai
trong qua trinh thi tryc tuyén. Mot chirc nang duoc
trién khai trén thiét bj méay tinh nhim phét hién
hanh vi thoét tam thoi cia Gmg vién. Mdi lan thoét
khoi bai thi, chitc nang sé lién tuc luu hinh anh
chup man hinh cua thiét bi thi sinh theo thoi gian
thuc trén may chu. Nhitng hinh anh duoc luu lam
o s& cho viée xac dinh thi sinh cé hanh vi gian 14n
hay khéng. Chtrc nang dugc trién khai thyc té trong
cac mon hoc cua 23 16p voi khoang 1.500 sinh vién
tr nam hoc 2021 dén 2024 cua Truong Pai hoc Su
pham Ha Noi va cho két qua chinh xéc trong viéc
xac dinh hanh vi gian 1an cta thi sinh vai ti 1€ theo
cac nam hoc la 40%, 19.37% va 2.9%.

Tir khoa: giam sat thi, thi truc tuyén, gian lan.
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Giai phap mdi phat hién gian ldn trong ki thi truc tuyén

1. M& dau

V6i sy phat trién khdng ngimg cia cong nghé, chuyén doi sé c6 vai tro quan trong trong cuge
cach mang cong nghiép 4.0. Viéc chuyén d6i s6 da va dang duoc tng dung trong nhiéu linh vuc
khac nhau: Y té [1], Kinh té [2], Quan su [3] dac bi¢t trong linh vuc Gido duc [4]. Tam quan trong
va loi ich caa chuyén dbi sb trong gido duc ngay cang duoc thé hién rd hon sau anh huéng cua
dai dich Covid19 [5], hau hét cac truong hoc, co sé gido duc phai dong cira. Piéu nay da chimng
t6 tim quan trong ciing nhu tinh cap bach caa qua trinh chuyén déi sé trong gido duc. Nam 2020,
Thu tudng Chinh pha ciing da ban hanh Quyét dinh s6 749/QD [6] phé duyét “Chuong trinh
Chuyén ddi s6 Qudc gia dén nam 2025, dinh hudng dén nim 2030 trong dé xac dinh Giao duc
Ia mét trong 8 linh vyc can dwoc wu tién thuc hién chuyén doi sé trudc tién.

Su bung nd cua cdng nghé da gitp qua trinh chuyén doi sé trong gido duc tiép nhan thém
nhiéu phuong thac giang day mai, kiém tra danh gid méi, mang lai tin higu tich cuc. Cac thiét bi
théng minh nhu may chiéu, may tinh, bang di¢n tt,... da duoc hd tro lap dit tai hau hét cac co so
gido duc nén qua trinh chuyén doi sb tai cac co s¢ giao duc ngay cang troé nén thuan tién hon. C6
hai noi dung chinh trong chuyén dbi s6 gido duc: chuyén d6i sé trong quan Ii va chuyén doi s6
trong day, hoc, kiém tra, danh gié [4].

Hau hét cac don vi dao tao hién tai dang trién khai khé tét qua trinh chuyén ddi sé cho viéc
day va hoc. Tuy nhién, kiém tra danh gié ciing la mot budc kha quan trong va ciing dang dan duoc
xem xét chuyén doi s6. V&i cac md hinh kiém tra d¢anh gia truyén thong, 1am bai trén gidy, giam
st bai téi thiéu 2 giam thi, ... tai phong thi nén su giam sat 1a kha chat ché&. Tuy nhién, mé hinh
giam sat nay gap nhiéu khé khan va khéng phi hop véi cac md hinh thi tryc tuyén, 1am bai trén
may tinh. Viéc giam sat tha cbng cho céc hinh thirc thi trén may tinh sé tré nén khé khan va kém
hiéu qua do thi sinh ¢6 co hoi tiép can véi nhiéu nguon tu ligu khac nhau c6 thé c6 trén méy tinh
mét cach rat nhanh chong, giam thi kho quan sat ca 16p do phong may c6 nhiéu trang thiét bi, .

Do d6, van dé nay van dang la mét thir thach va dang nhan dwoc nhiéu sy quan tdm cia cac nha
nghién ctiu vai nhiéu giai phap dé xuat khac nhau.

Mot s6 co s gido duc da st dung cdng nghé dé ngan chan viéc gian lan theo nhirng hanh vi
khac nhau cua thi sinh lién quan t6i viéc tim kiém su gitp d& tir bén ngoai nhu trao déi véi nguoi
khéc bang hinh thic lién hé truc tuyén tai thoi diém thi, hay tra cau thong tin tir nhitng tai lidu s6
1a cac file tu liéu duoc luu trén thiét bi thi hoic tim kiém thong tin qua mdi truong Internet. Céc
hé thdng nay nhin chung duoc xay dung dwa trén ba hinh thirc. Hinh thic dau tién ¢ng dung tri
tué nhan trong qué trinh thi dé theo dai hanh vi caa thi sinh trong qua trinh 1am bai kiém tra. Tri
tué nhan tao s& thu thap dit liéu va cd thé phat hién cac hanh vi nghi ngo caa thi sinh théng qua
hinh anh, &m thanh thu dwgc tir webcam va microphone. Ngoai ra, hoc may dwgc ap dung trong
hé thdng dé xay dung md hinh dwa trén dit liéu lich sir tra 101 cau hoi, lich sir [am bai caa thi sinh,
tir 46 xé&c dinh cac hanh vi bét thuong trong qua trinh 1am bai kiém tra. Mot sé hé théng dang
dugc sir dung c6 thé ké dén nhu Face Recognition [7] hay phan mém Eduexam [8] dwoc sir dung
trong Hoc vién Cong nghé Buu chinh Vién thong.

Hinh thirc tha hai 1a giam séat hanh vi trén thiét bi. Phan mém tng dung dugc thiét ké dé
giam sat cac hanh vi caa thi sinh trong suét qua trinh 1am bai thong qua viéc ghi lai video va theo
ddi cac hanh vi, am thanh xung quanh caa thi sinh trong qua trinh 1am bai. Mét sé hé thdng tiép
can theo hinh thirc nay bao gdbm: Proctorio, Respondus Monitor [9], ExamSoft [10] va phan mém
Edunow [11], [12].

Cuébi cung la hé théng st dung hinh thirc chan hanh vi khdng dugc phép trén thiét bi. Hé
thng duoc thiét ké theo hinh thuc nay c6 thé chin cac hanh vi bat thuong trén thiét bi trong qua
trinh 1am bai thi. Théng thudng, cac phan mém nay thyc hién han ché kha nang truy cap vao cac
tai nguy@n trén thiét bi, trang web, tng dung khac trong qué trinh 1am bai thi. Mot sé giai phéap
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tiép can hinh thirc nay gém cé Proctorio [13], LockDown Browser [14], [15], SafeExamBrowser [16],
Online Exam Maker [17]. Cac hé thong wng dung Al nhin chung cé d6 chinh xac chua cao do phu
thudc vao chat luong va sy da dang cua dir liu, dong thoi yéu cau chi phi van hanh khé lon.

Mic du cac hé théng duoc xay dung va té chie thuc hién theo cac cach khac nhau nhung
déu c6 mot muc tiéu chung 1a phét hién nhiing hanh vi bat thuong cua thi sinh trong ki thi.
Nhitng hanh vi bat thuong co thé 1a su xuat hién cia cac yéu té ngoai lai nhu sy c6 mat cua dbi
tuong la tai dia diém thi sinh 1am bai hay viéc sir dung céc tng dung khong lién quan toi bai thi
trong qua trinh du thi. Tir d6 mdi hé thong dua ra c6 ché phan héi khac nhau ddi vai nhirng hanh
vi bat thuong dwoc phat hién. Tuy nhién, cac co ché phan hoi nay hién van con han ché & muc
dua ra canh bao hoic ngan chan nhirng hanh vi dugc cho la khéng chinh dang khi dang tham gia
ki thi. Gian 1an n6i chung va gian lan trong thi cu noi riéng la hanh vi dao dirc khong phu hop
trong moi truong gido duc. Han ché va phong ngtra gian lan thi cu la can thiét nhung dé nguoi
hoc ¢6 nhan thic dang dén vé hanh vi nay can c6 bién phap phat hi¢n cung nhitng quy dinh c6
tinh ran de déi véi nhitng truong hop vi pham. Bé 1am duoc diéu nay, viéc thu thap duoc nhiing
minh chang c6 lién quan la vo cling can thiét trong viéc cung cap thong tin dé xé4c dinh hanh vi
bit thuong cua thi sinh ¢ vi pham quy ché hay khéng. Do d6, nghién ctru ndy dé xuat phat trién
mot module gidm sét thi truc tuyén, co thé dé dang tich hop véi cac hé thong kiém tra danh gia
tryc tuyén nham phat hién theo thoi gian thyc hién nhiing hanh vi ¢ nghi ngo gian lan trong ki
thi nhu: tra cau tai liéu hay két ndi véi cac bén thir 3 thong qua thiét bj thi.

2. Noi dung nghién ciru
2.1. Céac nghién ciru lién quan

Viéc ghi lai toan bo man hinh va am thanh tir webcam va microphone cua thiét bi ma thi sinh
str dung tham gia ki thi 1a mét trong nhitng bién phéap don gian va da duoc trién khai tir kha som.
Toan b dit liéu s& duoc ghi lai dudi dang mot video nhiam hd trg cung cap minh chiing rd rang
vé hanh vi cua thi sinh trong qua trinh tham gia ki thi. Théng tin nay 1a co s& dé nhan dinh hanh
vi caa thi sinh 1a vi pham quy ché thi hay khong. Edunow [11], [12] 1a mét trong nhitng hé thong
nhu vay. Giai phap nay to ra khé hitu ich trong viéc kiém soét toan bo céc hoat dong cua thi sinh
trén thiét bi thi nhung c6 nhiéu han ché do nhirng yéu cau vé tai nguyén va bo vi xir Ii caa thiét bi
cho qué trinh ghi man hinh cua thi sinh. Bén canh do théng tin thu dugc ¢ dang video sé ¢6 dung
lwong kha 16n. Giai phap nay yéu cau mot co so ha tang Internet va thiét bi twong déi tot va 6n
dinh. H¢ thdng to chac thi phai ¢ di dung lugng bo nho 16n dé luu trix lugng 16n thong tin da
phuong tién thoi gian thuc, dong thoi kha nang xir Ii va ket ndi mang cua may cha phai cé tinh
chui dong cao. Thoi gian va so lugng nguoi tham gia cua mdi cudc thi cé thé bi gidi han bai nhirng
yéu cau nay. Thém vao do, qua trinh ra soat hanh vi bét thuong qua video thu duoc thuong thuc
hién qua quan sat théng thuong. Cong viéc ndy gy mat thoi gian va cong suc dac biét doi voi
nhitng Ki thi ¢6 s6 lugng nguoi tham gia dong.

Tri tué nhan tao (Al) da nhan dwoc su quan tdm rong rai trong vai thap ky qua do tiém ning
cua nd trong viéc tang cuong tu dong hda. Viéc ung dung Al trong cac ki thi kha da dang va
phong ph. Hé théng duoc xay dung dua trén sy phét trién tinh vi cua ki thuat xu 1i anh nhu cac
ki thuat nhan dang dbi twong, nhan dang khuén mat Face Recognltlon [7], ki thuat so sanh su
khéc nhau giita cac khung hinh cong thém sy hd trg hitu ich ciia cac ma ngudn, thu vién sin c6
cua Python nhu CV2 [18], Numpy [19].

Hiéu qua thu dugc tir nhitng hé thdng nay rat da dang trong viéc phat hién nhitng hoat dong
lién quan t6i ngudi duoc giam sét trong ki thi. Do 12 ¢ thé tw dong nhan dang khudn mit cua doi
tuong duy thi va phét hién di tugng khéc biét xuét hién trong mét vai khung hinh duoc trich xuat
tir video cua camera. Hé théng ProctorEdu da trién khai theo hinh thirc ndy dé thuc hién xac thuc
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nguoi thi trong ca qua trinh dién ra ki thi [20]. Ngoai phat hién déi tuong la con nguoi, mot s hé
théng ap dung TensorFlow vai Yolo-V3 [21], [22] cd thé phat hién su hién dién cua dién thoai di
dong trén céc hinh anh duoc trich xuat tir camera. Hé théng Honorlok [21], [23] da ap dung dé
phat hién s hién di¢n cua di¢n thoai di dong trong cac ki thi giam sat truc tuyén. Bé giam sat moi
truong thi caa thi sinh, hé thong [23], [24] dé& xuét phan tich da phuong tién thuc hién viéc cham
thi truc tuyén tu dong. Phan cang cua hé thong bao gdm mot webcam, mot webcam va micrd
nham muc dich giam sat mdi truong hinh anh va am thanh cua dia diém thir nghiém.

Ngoai ra, bang viéc theo doi chuyen dong mat sir dung MediaPipe Iris [25], mét thuat toan
hoc may dé wéc lwong vi tri cia méng mat, theo déi dong tir va duong vién mat trong thoi gian
thuc tir hinh anh duoc trich xuét trong video cua camera. Nhitng thdng tin nay gop phan phét hién
cac hanh vi nhin xung quanh, khéng tap trung trén bai kiém tra, 14 dau hiéu nhan biét déi tuong
du thi ¢6 kha nang cd nhitng hanh vi khong trung thuc. Cach thirc nay dugc (ng dung trong h¢
thong Mettl [26] trong d6 may tinh cua thi sinh duoc két néi voi phan mém nay trong qua trinh
kiém tra hé thong nay. Mot camera duoc gan trén man hinh may tinh hoac may tinh xach tay. Nho
tri thdng minh nhan tao, hoc sinh c6 thé theo ddi day du chuyén dong caa mat va tay. Chang han
nhu ddi véi viéc str dung dién thoai di dong hoic sach, khoang cach gitra fngerprint véi ban phim
1a & d6 va khéng c6 ai khac trong phong. N6 giam sét tat ca phan mém thdng qua con mat thi ba
ctia camera. Canh bao dwoc dua ra khi hoc sinh quay di quay lai hoic di chuyén t6i lui qua khu
vuc nay. Lan canh céo tha ba sau hai lan s& khién hoc sinh bi loai khoi ki thi.

Uu diém cua nhirng hé théng ung dung Al trong viéc giam sat ki thi 1a c6 thé xu 1 phan tich
va cung cap két qua nhanh véi dau vao 1a mot dir liéu 16n. Moi qué trinh phan tich va phat hién
hanh vi hoan toan tu dong gidp tiét kiém thoi gian va cong sic. Cac mé hinh tri tué nhan tao cé
thé phét hién da dang hanh vi gian 1an voi mét bo dir liéu thu thap du tét. Tuy nhién, do chinh xac
trong viéc phat doan va phét hién nhirng bat thuong phu thudc rat nhidu vao chét leong va su da
dang cua dit liéu huan luyén. Do vay hé théng doi hoi diéu kién dia diém thi du 4nh sang, khoang
cach gitra mét va thiét bi phai pha hop dé dap (g cac mé hinh hoc may ciing nhu dit liéu huan
luyén phai d bao quét va thuong xuyén cap nhat dé tranh viéc sai sot trong két qua phén doan va
phan tich.

Ngoai nhitng phuong phap ké trén, viéc giam sat trong cac ki thi doi khi con dugc thuc hién
bang céch thiét 1ap truc tiép trén cac thiét bi thi dé ngan chan nhitng thao tac vai thiét bi duoc cho
1a khdng thudc vé hoat dong cua ki thi nhu chin viéc truy cap vao cac website khac, vo hiéu hoa
cac website, ung dung trudc khi bat dau thi hay vo hiéu hda cac chic nang trén thiét bi nhu chup
man hinh, truy cap may ao hay cac nat lénh thuc thi caa hé diéu hanh. Day 1a bién phap don gian
va thuc hién khé dé dang gilp tiét kiém thoi gian va cong sic ciing nhu khéng yéu cu vé tai
nguyén cua thiét bi. Do viéc ngan chin duoc thiét 1ap trén thiét bi nén thi sinh c6 thé vuot qua
duoc cac phuong thice chan truy cap ciing nhu khéng hiéu qua ddi véi cac hinh thic gian 1an méi.
Bén canh do, phuong phéap nay can dugc thuc hién thiét 1ap trudc mdi ki thi va nhitng cai dat c6
thé s& khac nhau ddi véi cac ki thi khac nhau doi hoi ngudi té chic ki thi can c6 nhitng hiéu biét
nhét dinh trong cdng viéc nay.

2.2. M6 hinh dé xuét

2.2.1. Kién tric dé xuat

M® hinh dé xuat dwoc mé ta qua Hinh 1. D& xuat nay thuc hién viéc giam sét thi trén thiét bi
ctia nguoi tham du Ki thi, cu thé 1a theo di viéc nguoi thi c6 tiép tuc duy tri ma tng dung hién
thi da duoc tich hop trén module giam sat bai thi hay khong. Piém méi trong d& xuat 1 sau khi
phét hién tin hiéu nguoi thi khong con tiép tuc theo dai bai thi, chire nang thuc hién chup lién tiép
cac hinh anh man hinh cua thiét bi thi. Thay vi ghi hinh nguoi 1am bai lién tuc s& can tai nguyén
duong truyén, luu trix 16n thi giai phap nay chi chup hinh theo khoang thoi gian, va chi bat dau
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chup khi nguai dung ¢ dau hiéu gian 1an. Cuy thé Ia chi chup man hinh khi nguoi dung thoét khoi
bai thi. Chirc nang giam sat thi cd kha nang tich hop véi nhiéu hé théng khac nhau tir hé thdng
thong thuong téi hé thdng hd tro hoc tap LMS. Thuc té, chirc nang nay da duoc sir dung trong
mot website luyén tap va thi tric nghiém learning2nel.com va mét hé thong hoc tap LMS. Trong
nghién ciu ndy, chic nang giam st thi tap trung vao viéc tich hop trong hé théng LMS va lya
chon Moodle véi phién ban 3.11.2 d thir nghiém. Kién trdc cé cac thanh phan chinh bao gom:
Moodle LMS, Plugin giam séat, Moodle giam sat va phan mém luu trir.

Téc nhin Hé théng chinh Hé théng lién quan
Tham gia ky thi thi€t | Module giam |  Luu d¥liéu
ap giam sat sdt
Thi sinh May chu
\ luu trit
Trinh duyét
Moodle LMS

Moodle §HMroodle !
Core i plugins

DB
—

Hinh 1. M6 hinh dé xuat

Module LMS: cung c4p day du cac chirc nang ciia mot hé thdng quan i giang day va hoc tap
nhu: t6 chic céc 16p hoc, 1ap ké hoach giang day, cung cap hoc liéu, té chuc kiém tra danh gi4,
... Trong nghién ciru ndy, chang t6i s dung Moodle LMS, mét trong nhitng hé thdng duoc st
dung phd bién nhét hién nay dé thuc nghiém.

Module Plugin duoc cai dat vao hé thbng Moodle va cung cip kha ning thiét 1ap giam sat
cho cac bai kiém tra Quiz hoic SCORM. Va ddng thoi thuc hién két ndi véi “Module gidm sat”
dé thuc hién giam sat qua trinh 1am bai Quiz hoic SCORM.

Module giam sat thuc hién nhiém vu gidm sat trén thiét bi, theo di va ghi lai cac hoat dong
kha nghi. Module nay duoc tich hgp trén Moodle, muc dich chinh la thuc hién gidm sat theo doi
céc hanh vi bat thuong khi t6 chuc bai kiém tra trén Moodle LMS. Module giam séat duoc tich
hop véi Moodle théng qua Plugin giam séat.

May chu luu trix [a mot thu muc trén server chira cac anh dugc chup cua thi sinh khi ¢é hanh
vi thoat khoi bai thi véi mdi thu muc chira hinh anh cua ting thi sinh va dir liéu truyén qua socket
la dang base64 nén s& duoc xir I chuyén base64 thanh file anh. Dir liéu da dang c6 thé 1a dit liéu
vé vin ban, hinh anh hoc video,... Hién tai may chu luu trit dang thuc hién luu trix dit liéu chinh
la hinh anh minh ching. Dir liéu dugc truyén tai tir “Module giam sat” théng qua phuong thirc
truyén tai dir liéu websocket 1a TCP/UDP.

Hé théng LMS Moodle cung cap 2 lya chon chinh cho cdng viéc tao bai kiém tra. Nguoi sir
dung c6 thé str dung chirc ning tao cau hoi trac nghiém sin c6 trén hé théng LMS Moodle hoic
sir dung cac cdng cu tao bai kiém tra ¢anh gia bén ngoai dugc tich hop trén hé théng LMS nhu
SCORM, iSpring, H5P. Do d6 dé tich hop va kich hoat chirc nang Module giam st trén Moodle
LMS, ki thi Quiz hoic SCORM can duoc thiét 1ap giam sat théng qua Plugin dwoc cai dit trén
Moodle LMS. Bdng thai, Module giam sat can duoc két ndi va tich hop thdng qua Plugin trén.
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Day la yéu cau quan trong dé dam bao rang chiic nang giam sét trén Module giam sat hoat dong
duoc hiéu qua. Néu thiéu Plugin, chirc ning caa Module giam sat s& khong thé hoat dong dung
cach trén Moodle LMS.
2.2.2. Module gidm séat

Hé théng LMS Moodle cung cap 2 lya chon chinh cho cong viéc tao bai kiém tra. Nguoi st
dung c6 thé sir dung chac niang tao cau hoi trac nghiém san co trén hé thong LMS Moodle hoic
sir dung céc cdng cu tao bai kiém tra danh gia bén ngoai duoc tich hop trén hé thong LMS nhu
SCORM, iSpring, H5P. Do d6 dé tich hop va kich hoat chirc nang Module giam sét trén Moodle
LMS, ki thi Quiz hoic SCORM can dugc thiét 1ap giam sat théng qua Plugin duoc cai dit trén
Moodle LMS. Bong thoi, Module giam sét can dugc két ndi va tich hop thong qua Plugin trén.
Day la yéu cau quan trong dé dam bao rang chic nang giam sat trén Module giam sét hoat dong
duoc hiéu qua. Néu thiéu Plugin, chirc ning caa Module giam sat s& khong thé hoat dong dung
cach trén Moodle LMS.

* COng ngh¢é sir dung

D6i v6i hanh vi gian 1an khi tham gia qua trinh 1am bai trén hé thong truc tuyén 1a website
nhu mo tab hay sir dung tmg dung khac ngoai bai thi sé dugc thuc hién theo thoi gian thuc trén
thiét bi cuia nguoi dung. Trinh duyét web 1a mot img dung cho phép nguoi ding tuong tac voi cac
tai nguyén trén may chu nén thi sinh sé phai st dung tmg dung nay dé 1am bai thi trén nén tang
web. Trinh duyét web sir dung cac yéu cau HTTP/HTTPS dé trao doi thdng tin gitra may khéach
va may chu. Cach lién lac thdng thudng nay c6 mét s6 han ché nhu hiéu suat khdng cao khi trao
ddi nhiéu thdng tin cung lic, may chu d& bi qué tai khi xt Ii. Do d6, dé tang hiéu suét va tinh linh
hoat v6i muc dich tich hop phét trién theo ddi thoi gian thyc qua trinh 1am bai thi trén thiét bi thi,
nghién ciru dé xuét sir dung cong nghé phia may khach 1a ElectronJs [27], [28] va Socket.10 [29].
ElectronS Ia mot framework ma nguén mo duoc phét trién boi GitHub, cho phép xay dung céc
ng dyng may tinh dé ban da nén tang bang HTML, CSS va JavaScript. N6 cho phép cac nha phat
trién sir dung c6ng nghé web dé phét trién cac ung dung may tinh dé ban trén nhiéu hé diéu hanh
nhu Windows, MacOS va Linux.

Socket.lO Ia thu vién javascript md ngudn mé cho phép giao tiép hai chiéu theo thoi gian
thuc gitra may khach va may chu théng qua viéc st dung websocket. N6 dugc thiét ké dé gidp
viéc xay dung cac tng dung thoi gian thuc tré nén don gian hon bang cach cung cap mot API don
gian cho phép thiét 1ap va duy tri céc két ndi thoi gian thuc gitra may khach va may chu. Socket.10
hd trg nhiéu tinh nang, chiang han nhu dam bao tinh chinh xéc cua dir liéu dugc truyén, phat hién
mat két ndi va két ndi lai tu dong ciing nhu xir Ii nhiéu ngoai 18. Socket.10 hd trg tdt trén nhiéu
nén tang khac nhau nhu Nodejs, .NET, PHP.,... va hoat dong t6t trén moi loai trinh duyét, ké ca
cac phién ban trinh duyét ci.

V6i viée Iya chon ElectronJS dé sir dung 1am ng dung thi thay vi trinh duyét, viéc tich hop
tinh nang giam sét tu dong cho tmg dung thi s& dé dang hon, can thiép sau vao h¢ diéu hanh dé
chire nang ty gidm sat duge thye hién t dong. Chon Socket.io dé thay thé yéu cau HTTP/HTTPS
théng thuong vi Socket.10 hd tro giao thirc websocket giao tiép hai chiéu theo thoi gian thyc giira
may khach va may chu trong khi yéu cau HTTP/HTTPS chi hd tro giao tiép mot chiéu tir may
khach Duyét dén may chi. Do Socket. 1O thiét 1ap két ndi lién tuc va truyén dir liéu theo thoi gian
thue nén cach 1am viée nay gidp tang téc do truyén dit liéu va tiét kiém bang théng phd hop voi
nhu cau truyén lugng 16n dir liéu va két ndi tiép tuc dén may chu.

Chirc nang giam sat thi bao gdm cac nhiém vu: Nghién ctru va trién khai céng nghé Ung
dung thi-side dé theo ddi hanh vi tng vién; Xay dung chirc nang phét hién 16i thoat khoi muc
nhap; Chup anh man hinh hanh vi caa thi sinh khi thoat bai thi cua thi sinh; Két ndi téi may chi
dé luu anh chimg minh hanh vi dugc ghi lai.
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* Quy trinh thuc hién

Biéu d6 hoat dong cua chirc nang giam st thi xay dung trong hé théng dwoc mé ta trong
Hinh 2. Kién trdc ciia hé thong bao gdm 4 thanh phan chinh: Moodle LMS, Plugin giam sat,
Module giam sat va may chu lueu trir. Chire nang chinh khi tich hgp module giam sat vao Moolde
LMS duoc md ta trong kién tric nay 1a mong mudn c6 thé sir dung Module giam sat thyc hién
phét hién cac hanh vi bét thuong va luu trit minh ching cia thi sinh trong qua trinh sir dung
Moodle LMS. Trong biéu d6 hoat dong giam sét thi (Hinh 2), Module giam sét chinh Ia thanh phan.
Thi sinh s& thuc hién lam bai thi trén Module gidm sat. Trong qua trinh lam bai thi, Module giam
sét thyc hién giam séat hanh vi thoat khoi bai kiém tra trong thoi gian thyuc. Néu phét hién ¢ hanh
vi bat thuong, Module giam sét thuc hién giri yéu cau luu trit anh minh chimg toi may chu luu trix
va luu lai thdng tin hanh vi bat thuong trén co s¢ dir liéu.

Biéu di hoat djng cia chitc ning giam sat thi

Thi sinh | Module gidm sit Moolde plugin (HTTPs) May chi lru trir (Socket)
S
e N
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Hinh 2. Biéu d6 hoat dgpng chirc nang giam sat thi

Thi sinh 1a nguoi sir dung c6 quyén hoc vién va thyuc hién cac thao tac trong bai kiém tra.
Module giam sét bai thi dugc xay dung bang Electron]S dé tham gia bai kiém tra tich hop chic
nang giam sat. Server Moodle 1a méay chu thue hién cung cép tai nguyén va dir liéu cho tng dung
thi. Ung dung thi sir dung giao thire HTTP(S) dé giri cAc yéu cau thao tac dén Server Moodle dé
truy cap tai nguyén va dit liéu trong co so dir lieu Moodle. Server luu anh 1a Server dugc trién
khai cho module giam sat thi va c6 kha nang luu trit hinh anh minh ching thong qua viéc truyén
dir lidu qua két ndi socket. Sir dyung mot server riéng biét va két ndi socket cho phép duy tri két
nbi theo thoi gian thuc va tiét kiém bang thong. Giai Phap nay phu hop cho cac ki thi yéu cau luu
trir nhidu hinh dnh minh chimg theo thoi gian thuc, dong thoi hoat dong luu anh khdng anh huong
t6i hiéu sudt cua server Moodle. Ung dung thi thuc hién duy tri két ndi socket vai server luu anh
va guri hinh anh minh ching téi server theo thoi gian thuce khi phat hién hanh vi thoat xay ra.
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Phat hién hanh vi thoat: Trén tng dung thi, sau khi thi sinh bat dau tham gia vao qua trinh
thi trén hé thong Moodle, mot tmg dung ElectronJS ciia hé thong duoc bat 1&n, toan bo bai thi ctia
thi sinh duoc hién thi trén tng dung nay. Hé thdng s& thuc hién viéc theo ddi cac thao tac duoc
thyc trong bai thi dé xac dinh xem ¢ hanh vi thoat nao xay ra hay khong. Phat hién hanh vi thoat
khoi g dung bai thi duoc chirc nang giam sat thuc hién bang cach lién tuc giam sét va kiém tra
trong thoi gian thuc vé su duy tri viée kich hoat ing dung tmg dung thi chay trén thiét bi ciing
nhu sy tiép tuc, duy tri hanh vi tuong tac trén tmg dung thi nay.

Chup anh man hinh: Khi phat hién mot hanh vi thoat khoi img dung ElectronJS cta hé thong,
mg dung thi s& goi 1énh hé thong cua hé diéu hanh Windows dé thyc hién viée chup man hinh va
luu 1ai hinh anh nay. Trong qué trinh lam bai thi, tng dung thi thuc hién theo ddi hanh vi thoat
khoi bai kiém tra theo thoi gian thuc. Khi phét hién hanh vi bat thuong, hé théng giam sat ngay
1ap tirc thuc hién chup lai hinh anh man hinh thiét bi tham gia thi cta thi sinh. Khoang thoi gian
giita cac 1an chup hinh minh chimg trong mét qué trinh thyc hién hanh vi thoét 12 0.5 gidy. Kich
thude, do phan giai ciia anh duoc dua vé cling mot kich thude 12 800*600. Céc hinh anh nay duoc
luu lai @ 1am dir liéu minh chimg cho thong ké béo céo giam sét caa ki thi. Giéo vién co thé truy
cap thong ké béo céo giam sat dé xem lai chi tiét hinh anh minh chtng cua cac hanh vi bat thuong
va tir d6 xac dinh hanh vi d6 c6 phai la gian 1an khong. Trong quy trinh giam sat thi, cac hinh anh
sau khi luu lai s& duogc 14y ra hién thi trén thong ké bao cao giam sat thi dé gido vién co thé phat
hién gian 1an

Hinh anh chup dugc mdi lan khi phat hién thi sinh ¢ hanh vi bat thuong gui toi server luu
anh thong qua két ndi socket. Server luu anh nhan va luu trir hinh anh minh chimg dugc giri tir
{mg dung thi. Trong qua trinh thi sinh thoat khoi bai kiém tra, @ng dung thi thuc hién ghi lai théng
tin thi sinh, th ty hanh vi thoét, thoi diém thoét, khoang thoi gian thoat va thong tin ciia hinh anh
minh chtng (dia chi luu, tén, kich c¢&, dinh dang,...). Sau khi hanh vi thoét két thic, tng dung thi
tinh toan dir liéu cua hanh vi thoat (khoang thoi gian thoat) va gui théng tin ndy dén Moodle
Plugin théng qua giao thie HTTP(S) dé luu trit trong s& dit liéu ctia Moodle.

Lueu triz anh trén server: Sau khi chup dugc hinh anh man hinh, mg dung thi s€ giri hinh anh
nay dén server sir dung két ndi socket dé luu trix trén thu muc luu anh trén server
2.2.3. Quy trinh gidm sat hanh vi caa thi sinh trong ki thi

Quy trinh giam sat hanh vi trong ki thi duoc minh hoa nhu Hinh 3.

Bat dau Kich hoat chiic
lam bai thi nang giam sat

Chup hinh Luu div ligu
minh chitng trén server

Phat hién
hanh vi thodt
tam thoi?

| Bao cdo két qua
giam sat thi

Két thic

Hinh 3. Quy trinh gidm sét thi

Giao vién thuc hién tao Ki thi Quiz trén Moodle va tich hgp chirc nang giam sat vao cai dat
ctia ki thi. Sinh vién/thi sinh bat dau qué trinh 1am bai thi. Dong thoi, chirc nang giam sat tu dong
kich hoat khi thi sinh bat dau lam bai.

Chirc nang giam sat lién tuc theo ddi hanh vi ciia sinh vién/thi sinh trong sudt qua trinh 1am
bai, bao gdm céc hoat dong sir dung chudt, ban phim tuong tac trén giao dién bai thi. Khi churc
nang giam sét phat hién cac hanh vi bat thudng, nhu tam thoét khoi bai thi, mé tng dung khéc,. ..
Module giam sat l4p tire luu trit minh chimg hanh vi trén server va thdng tin chi tiét cua hanh vi.
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Quy trinh nay giup dam bao tinh cong bang va chdng gian lan trong qua trinh lam bai thi,
dong thoi cung cap bang chimg rd rang va chi tiét cho giéo vién. Sau khi ket thdc ki thi, gido vién
c6 thé xé4c dinh dé& dang cac hanh vi bat thuong dé dua ra cAc quyét dinh can thiét cho Ki thi.

2.3. Thuc nghiém

Sau qué trinh thyc hién tich hop thanh céng chic niang giam sat thi trén hé thong
Learning2nel.com va Moodle phién ban 3.11.2, nhém nghién ciru da tién hanh thyc nghiém chirc
nang nay & cac phan trong cac nam hoc 2021 - 2022, 2022 - 2023 va 2023 - 2024. Thong tin cu
thé duoc thong ké trong Bang 1, trong d6 nhan L1 la h¢ thong Learning2nel, nhan L2 1a h¢ thong
Moodle LMS. Bang 2 thdng ké s6 i thi str dung giam sét giita hai h¢ thong c6 nhan L1 va L2.

Trong qué trinh thyc nghiém, dira VAo cac hanh vi bat thuong cua thi sinh trong ki thi, chirc
nang giam sét thi da thyc hién chup anh man hinh cta thiét bi ma thi sinh st dung thi va két qua
nhan duoc c6 thé gilip x4c minh thi sinh ¢6 vi pham hay khéng. Nhimg hinh anh thu dugc cho
thiy nhitng hanh vi gian 1an trong qué trinh thi dugc chirc niang luu lai bao gém tra ctru qua
Internet, sir dung tmg dung khéac trong may tinh hay nho sy tro gidp tir bén ngoai bang cach hoi
hodc giri ndi dung cau hoi qua cac tng dung chat. Mot sb hanh vi thu duoc trong qué trinh nay
duoc liét ké ¢ cac Hinh 4-7.

Bing 1. Tong hop cdc ki thi c¢é sit dung chive ning gidm sdt thi

Nam . Hoc . S6 lwong vi pham Hé¢ -
hoc Hoc ki phan Lop /Tong so sinh vién | thong Tile
2 A K70A1 10/50
B K70A2 19/30
K71.20, K71.23, 13/15, 10/15, 1/15
c K71.5
K71.8, K71.9, 6/15, 3/15, 8/15
2021 - K71.21 260/650 =
2022 3 K69A1 12/31 (Lén 1), 6/31 40%
(Lan 2)
b 60/125, 25/90,
22/79 (Lan 1)
TC1, TC2, TC3 L1
21/61, 24/32, 20/31
(Lan 2)
A K71 25/42
B K70K 8/10
1 A K71.1 11/36, 14/36
K71.2, K71.3,K71.4 | 6/46, 2/42,7/70
2022 - E KB9A2 16/60 141/728 =
2023 ) F TIN5 37/188 19,37%
D K70A2 1/43
C K72.1, K72.2 3/16, 2/16
3 A K72.1 3/38, 2/38 L2
K72.2 4124, 3123
2023 - ) D K71.1, K71.2 3137, 2/21 L1 15/522 =
2024 F K73.1, K73.2 41226, 6/238 2,9%
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Bdng 2. H¢ thang Learning2nel Moodle LMS

H¢ théng Learning2nel Moodle LMS
S6 luong ki thi 30 6
7 IR —
== e -~
oo © — e

uop=EwWOCEE® ue e de L Sme

“ron 0 En @

Hinh 4. Hanh vi s dung tai li¢u Hinh 5. Hanh vi s&¢ dung #rng dung khac

@ il MK X L NagpeKbinh ™

Hinh 6. Hanh vi tra ciru ddp dn Hinh 7. Hanh vi sir dung iing dung chat
trén google.com khi lam bai

5 Théng ké vi pham trong cuia cac 16p ndm hoc 2021- 2022 va nam hoc 2023 - 2024 dugc biéu
dién trong biéu do cua Hinh 8 va Hinh 9 vai ti 1€ vi pham trung binh cta cac 16p trong nam hoc
2021 - 2022 va 2023 - 2024 tuong g la 40% va 2,9%.
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Hinh 8. Biéu dé thong ké sé luweng vi pham cia céc lép nam hec 2021 - 2022

Tilé vi pham
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12,00% 11,11%
10,00%
g 8.00%
= 6.45%
= 6.00%
Z
Eo400% 252,
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Lap
Hinh 9. Biéu dé thong ké sé lweng vi pham cia cé&c 16p nam hec 2023 - 2024
Théng ké vi pham trong ki thi gitta ki cua 16p 2 16p tham gia 2 hoc phan khac nhau ¢ hoc Ki 3,
2021 - 2022 va hoc ki 2, 2022 - 2023.

70
60
g 50
»
= 40
E 30
e 20
o MHE I Lo
% 0 , 7
@ Vi pham nam hoc S6 lugng SV 2021- Vi pham nam hoc S6 lugng SV 2022-
2021-2022 2022 2022-2023 2023
mK70A2 19 30 1 43
m K69A1 18 63 0 43

Hinh 10. Biéu dé so sanh ti Ié vi phgm ciia 2 lép K70A2 va K69A1
¢ 2 nam hoc 2021 - 2022 va 2022 - 2023

Qua trinh thir nghiém chtrc nang giam sét thi dbi voi 2 16p K70A2 va K69AL trong hai thoi
diém & hai nam hoc khac nhau va c6 két qua c6 sy thay doi thé hién trong hinh 10. D& thiy ring,
tai hoc ki 3, 2021 - 2022 két qua thdng ké sinh vién vi pham cua hai 16p & mirc cao. Nhung sau
khi tiép tuc 4p dung thir nghiém tai khoa hoc trong ki 2, 2022 - 2023 thi s6 lwong sinh vién vi
pham cua hai 16p da giam chi con 1 truong hop vi pham va la mét sinh vién. Vay sau khi ap dung
chre nang giam sat ki thi 2 1an trong cling 2 16p, ti 1& sinh vién vi pham gan nhu 1a khéng con.
D6 1a mot dau hiéu tich cyc c6 thé phan nao nang cao Y thirc cia thi sinh khi tham gia ki thi véi
su gidm sat thi dugc stir dung trong nghién ciru nay.

Theo théng ké tir cac van ban lién quan t6i viéce lap bién ban cac trudng hop gian lan trong
céc Ki thi hoc phan, mdi hoc ki thudng chi ¢ khoang 1 dén 2 truong hop tham chi 1a khdng c6.
Con s nay chua thuc su phan anh dang tinh trang gian 1an trong sinh vién boi ¢6 nhiéu nguyén
nhan tir khach quan téi cht quan nhu su 1ong 1éo trong cong tac coi thi hay do viéc thiéu nhiing
minh ching cu thé va chinh xac dé két luan vé hanh vi nghi ngo cua thi sinh. Bang viéc sir dung
chtrc nang gidm sat thi trong nhitng thoi diém dau tién vao nam hoc 2021 - 2022 di phét hién
40% ti 1¢ vi pham qui ché trén tong s6 nguoi tham duy Ki thi. Sau 2 nam lién tiép thuc hién chirc
nang giam sét ki thi & mot s6 hoc phan, ti 1é s6 truong hop vi pham qui ché thi trén tong sé thi
sinh tham du 12 2,9%. Ti 18 vi pham dugc phét hién c6 xu huéng suy giam dang ké va van con
nhiing truong hop gian 1an trong ki thi xay ra. Biéu ndy c6 thé do chirc nang nay khién nguoi
tham du ki thi ¢ su canh gi4c gép phan nang cao y thirc ciia thi sinh phan nao d6. Day la mot dau
hiéu tich cuc gilp cho viéc gidm sat thi hiéu qua va dé thuc hién.
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3. Kétluan

Nghién ctru da gisi thiéu mét giai phap méi cho viéc phat hién hanh vi gian 1an trong cac ki
danh gia, kiém tra truc tuyen Giai phap da duoc xay dung va tich hop thanh cong vao mot hé
théng quan Ii hoc tap truc tuyén LMS (Moodle). Céc két qua thuc nghiém cho thiy, ti 16 phat hién
gian 1an 40%, 19,37%, 2,9% tuong Gng véi tirmg nam hoc 1a 2021 - 2022, 2022 - 2023 va 2023 -
2024. Két qua nay cho thay ti 1& gian 1an trong thi cir theo hinh thirc tra ctru tai liéu va trao doi tai
thiét bi thi da co su thay doi rd rét theo hudng tich cuc. Tir d6, chirc nang ciing gop phan nang
cao Y thie trung thye trong qua trinh thi cta thi sinh, glup Ki thi duoc dién ra mot cach cong bang.
Tuy nhién, chirc nang méi dugc trién khai va cho két qua thyc nghiém tét trén hé diéu hanh
Windows. Chtre néng ciing chua thuc hién ngan chdn cac hanh vi su dung may 4o hay cac phan
mém diéu kh1en may tinh tir xa. Vi vy, d6 chinh la cac hudng nghién ctru trong twong lai dé hoan
thién phan mém chirc nang giam sét thi
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